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I. GENERAL

American Molecular Laboratories (AML) maintains patient personal healthcare information (PHI). The officers and its employees are committed to protecting the privacy and confidentiality of this information. The company and clinical laboratory officers fully supports and complies with all federal and state statutes and rules regulating the use, maintenance, transfer, and disposition of healthcare records and information.

American Molecular Laboratories officers are committed to full compliance with all other rules, regulations, statutes, and policies governing the maintenance and disposition of health care records, including each provision of the Health Insurance Portability and Accountability Act of 1996 (HIPAA). These policies and procedures are designed to assist all responsible parties with this commitment.

II. MAINTENANCE AND REVIEW OF HEALTH CARE RECORDS

The company policy generally allows the right to inspect and obtain copies of their own health information. Additionally, AML allows individuals to request information regarding disclosures of their health information made by AML to third parties. 

Individuals will be denied access to information obtained from a non-AML source under an agreement of confidentiality. AML may otherwise choose to deny access to certain health information contained in the health record if, in the judgment of a licensed health care professional, such access could cause harm to the individual or to another person.

Except for health care information released pursuant to a signed authorization or otherwise exempted by statute, AML will, upon request, provide an individual with information regarding the release of their identifiable health information to third parties that was made for purposes other than treatment, payment, and healthcare operations (as defined in HIPAA). Reasonable attempts will be made to provide this information in a format requested by the individual. Otherwise, it may be provided in any format mutually agreed upon.

III. PHYSICAL SECURITY

Each healthcare record maintained by AML in physical form will be kept appropriately secured in a locked location. Each electronic healthcare record maintained by AML shall be kept in a secure environment and protected by appropriate electronic safeguards. Protected health information stored in computers is to be password protected. Passwords are individual specific and are not to be shared by or accessible to more than one individual.

Electronic transmission devices, including computers, telefax machines, and other electronic equipment over which protected health information may be received or transmitted are to be maintained in secure sites and/or away from public access. Computer screens containing protected health information are to be inaccessible to public view. Computers that store protected health information are to be secured before being left unattended.

Health information may only be accessed by authorized personnel. Access to health information by AML employees or other authorized personnel is restricted to the minimum necessary to execute their job responsibilities.

Physical access to controlled areas and user accounts that provide access to protected health information are to be revoked upon the termination of an employee or when others, such as contractors and vendors, no longer require access. 

The unauthorized access to or unauthorized use or disclosure of health information that exists in any AML health record may subject the responsible employee to disciplinary action up to and including termination of employment or suspension. This extends to the unauthorized use or disclosure of health information that is overheard during the course of business or health information that is otherwise learned or secured by any AML employee.

IV. USE AND DISCLOSURE OF HEALTH INFORMATION

AML may use PHI for payment and healthcare operations. Examples of payment and healthcare operations include:

· Payment – could include AML efforts to obtain reimbursement from you or a responsible third party for services that AML has provided to you. AML may use or disclose your PHI for its own payment or for the payment activities of another healthcare provider or health plan or healthcare clearinghouse.

· Healthcare operations – could include activities such as quality assessment and improvement activities and audits of the process of billing the patient or a third party for healthcare services AML provides to the patient. AML may use or disclose PHI for its own healthcare operations or for limited healthcare operations of a health plan, healthcare clearing house, or healthcare provider that is subject to certain federal health information privacy laws. The entity that receives this information must have or have had a treatment relationship with the patient and the information we disclose must pertain to that relationship. Limited healthcare operations include various quality assessment and important activities, training activities, and healthcare fraud and abuse detection or compliance activities.

It is the policy of AML that PHI may only be used within AML or disclosed to entities outside AML after notification to and/or with the expressed permission of the individual, except in cases of emergency or where specifically permitted or required by law. Access to health information maintained by AML is limited to those who have a valid business or medical need for the information or otherwise have a right to know the information. With the exception of purposes related to treatment, access to an individual's health information or the use or disclosure of an individual's health information must, to the extent practicable, be limited to only that necessary to accomplish the intended purpose of the approved use, disclosure or request. 

Further, AML may use and disclose an individual's health information without prior permission or authorization where the health information has been sufficiently "de-identified", so as to hide the identity of the individual(s).

From time to time, AML may disclose identifiable health information to other entities for use by the individual for treatment. Further, the AML may disclose PHI to other entities to assist the individual in obtaining payment and, under limited circumstances, may disclose identifiable health information to other entities for purposes associated with healthcare operations.

V. COMMUNICATION OF HEALTH INFORMATION

It is the policy of AML to inform individuals about AML privacy practices as they relate to health information that may be maintained by AML in order to safeguard health information in AML’s possession, and, to the extent practicable, to protect the communication of health information, including oral information, from intentional or unintentional use or disclosure. It is further AML’s policy to accommodate, to the extent practicable, the requests of individuals regarding the place, time, and method of communicating to them their own health information.

AML will publicly disseminate these policies and procedures and make a good faith effort to receive an acknowledgment of such receipt prior to the first date of employment. AML will not knowingly use or disclose health information in a manner inconsistent with these policies and procedures, except to the extent that emergency patient care would be compromised. AML reserves the right to amend these policies and procedures as deemed necessary or advisable and, to the extent and in a manner practicable, will inform individuals of material changes to these policies and procedures. These policies and procedures constitute an official policy statement and may not be amended, or otherwise altered, by any area of AML without the approval of an authorized AML official. 

Health information that is communicated in any form is to be treated as confidential and in a manner that reasonably protects the communication from being intentionally or unintentionally overheard or intercepted by those who do not have a need or right to know the information. It is the responsibility of each employee to implement practices that protect the confidentiality of oral, written, and electronic communications.  
AML will recognize personal representatives authorized by individuals, the courts, or by state law for purposes of communicating health information. Personal representatives may be parents or legal guardians of minor children or persons who are legally authorized or specifically identified by individuals, such as a close friend or family member, to act on behalf of the individual. AML may, without prior authorization of an individual, and where necessary due to emergency or other professionally sound reason, communicate health information with persons directly involved in the care of the individual. AML may refuse to provide information to personal representatives, or to the individuals themselves, where it is determined that access to the information may be detrimental to or otherwise not in the best interest of the individual, may endanger or breach the confidentiality of a third party or is precluded by statute.

VI. MARKETING AND PUBLIC RELATIONS

It is the policy of AML not to use or disclose identifiable health information for marketing or public relations purposes without the written authorization of the individuals to whom the health information relates. 

VII. ELECTRONIC DATA INTERCHANGE (EDI)

It is the policy of AML to timely install and utilize the standards promulgated under HIPAA for transactions and code sets as each standard or code set is updated. 

The HIPAA EDI transaction standards facilitate communication between providers and health plans. These transaction standards improve efficiency by eliminating duplication and waste thus reducing the costs associated with efficient delivery of healthcare services and supplies. Code sets are used to facilitate the consistent and comprehensive view of complex information related to diagnoses and medical procedures. By using a standard code set, all data is represented universally, and understood by all parties.

VIII. ELECTRONIC SECURITY
It is the policy of AML to protect electronic PHI by implementing electronic firewalls.

IX. ADMENDMENTS

AML reserves the right to amend the terms at any time and to apply the revised terms to all PHI that it maintains. 
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